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HNugopmanmonnasi naMATKA 11 HeCOBEPILICHHOJIETHHUX I10 BOIIPOCAM

KkuOepoe3onacHocTy B cet «AHTEpHED)

KoMnblOTEpHBIE BUPYCHI

KomnpioTepHblif  BHpPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIWYUTEIbHOM
O0COOCHHOCTBIO KOTOPOM SIBIISIETCSI CIOCOOHOCTh K pPa3MHOXKEHHIO (KOMUpoBaHMIO). B momonHeHue K
3TOMY, BUPYCHI MOTYT MOBPEAUTDH HIIM MMOJTHOCTHIO YHUYTOXKUTH BCE (ailiibl U TaHHBIC, TOJAKOHTPOILHBIC
I10JIb30BATENI0, OT UMEHU KOTOPOTo Oblia 3amylleHa 3apak€HHas MporpaMma, a TakyKe MOBPEIUTh WU
Ja)Ke YHUYTOXHUTH ONEPALlMOHHYIO CHCTeMy cOo BcemH (aiimamu B 1enoM. B GonbpIIMHCTBE CilydaeB
pacipoCTpaHsAIOTCA BUPYCHI Uepe3 HHTEPHET.

MeTo0bl 32A1IIUThI OT BPETOHOCHBIX IPOIrPAMM

1. Hcnons3yil COBpEMEHHBIE ONEPALIMOHHBIE CHCTEMBI, HMMEIOLIUE CEpPbE3HBIM ypPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

2. IlocrosiHHO ycraHaBnuBail mnatyu (UUQPOBBIE 3aMIATKH, KOTOpPHIE aBTOMATHYECKH
YCTaQHaBJIMBAIOTCS C LENbIO JOPAaOOTKU IMpOrpaMMbl) M ApYyrue OOHOBIIEHUS CBOEH OIEpalMOHHON
cucrembl. CkaunBail MX TOJNBKO C opHUIHMAIBHOTO caiiTa paspadorunka OC. Ecnm cymecTByeT pexum
aBTOMaTHYECKOI0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Pabotaif Ha cBOeM KOMIIbIOTEpE 1OJ IIPaBaMU I0JIb30BaTeNs, a HE aJJMUHUCTpATOpa. JTO
HE IO3BOJIUT OOJIBUIMHCTBY BPEJAOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCSI HAa TBOEM I1E€PCOHAIBLHOM
KOMIIBIOTEPE;

4. Hcnone3yll aHTHBHPYCHBIE IMPOTPAMMHBIE IMPOLYKTHI HM3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

S. Orpanuyb pU3NYECKUI TOCTYN K KOMIBIOTEPY /711 HOCTOPOHHUX JIMIL;

6. Hcnonp3yit BHELIHME HOCUTENU WH(OpPMALMM, Takue Kak (Quiellka, IUCK Win (Qailia u3
WHuTepHeTa, TONBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii koMIbIOTepHBIE (hailiibl, MOTYYEHHbIE U3 HEHAAEKHBIX MCTOYHUKOB. Jlaxe

Te (ailibl, KOTOpbIE MpUCIal TBOW 3HAKOMBIN. JIyuIie yTouHM y Hero, OTHpaBIsil JIU OH TeOe uX.

Ceru WI-FI

C nomonrpto WI-Fi MOXXHO MOJTy4uTh OECIUIATHBIM WHTEPHET-IOCTYI B OOINECTBEHHBIX MECTaX:
Kade, oTemnsAX, TOProBhIX LEHTPax U a’pornopTax. Tak ke sBisieTcss OTINYHONW BO3MOKHOCTBIO BBIXOJIA B
Wutepuer. Ho MHOTHE 3KCIEPTHI CUUTAIOT, 4TO obmIetocTynHble WiFi ceTu He SBISIOTCS Oe3011acHBIMH.

CoBeTbl 10 0€30IMACHOCTH PA0OTHI B 001ETO0CTYINHLIX ceTsax Wi-fi

1. He nepenasaii cBoro nuuHyro nHbopmanuto yepes obienoctymnusie Wi-Fi cetn. PaboTast B
HUX, J)KEJTaTeIbHO He BBOJIUTH MMAPOJIH JOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;

2. Hcnonb3yit 1 OOHOBISH aHTUBUPYCHBIE MporpaMMbl M OpaHaMaysp. Tem cambIM ThI
obe3omnacuilb cest 0T 3aKaYKH BUpPYyCa Ha TBOE YCTPOMCTBO;

3. [Ipn wucnonszoBanun Wi-Fi orkmoun ¢ynkuuo «OOmmit goctyn k  dainam u
npuHTepam». JlanHas QyHKIHS 3aKPhITa 10 YMOJIYaHUIO, OJTHAKO HEKOTOPHIE TI0IH30BATENN aKTUBUPYIOT

e€ /Ui y100CTBa NCIIOIB30BAHUS B paboTe UK yuebe;
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4, He ncnonw3yit myomuunsiii WI-FI my1s mepenaun MTUYHBIX JaHHBIX, HAIPUMED, JJIT BBIXOAA
B COLIMANIbHBIE CETH WJIM B 3JIEKTPOHHYIO TIOUTY;

5. Ncnone3yit Tonbko 3amuiierHoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B MobOwmibHOM Tenedone otkmoun GyHkiuto «llonkmodyenne k Wi-Fi aBromaTudeckny.

He nomyckait aBToMaTH4eCKOTO OAKIFOYCHUS ycTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero cormnacus.

CoumnajbHble CeTH

ConuanbHasg ceTb - 3TO CalT, KOTOPBIA IPENOCTABISAET BO3MOMKHOCTH JIIOJISM OCYLIECTBIIATH
obieHue Mexay coboil B mHTepHeTre. Yaie Bcero B HHUX I KaKAOIO YeJOBEKAa BBIJCISAETCS CBOS
JMYHAs CTPaHWYKa, HA KOTOPOM OH yKa3bIBaeT O cebe pasinyHylo MH(OpMaIuio, HaunHas OT UMEHH,
bamuuu W 3akaHuuBas JHYHBIME (poTorpadumsmu. MHOTHE TMOJIB30BaTE€IM HE MOHHUMAIOT, YTO
uHpopMalus, pa3MelleHHAas UMHU B COLMAIBHBIX CETSIX, MOXKET ObITh HaiiieHa M HCHOJIb30BaHA KeM

YroaHo, B TOM 4YUCJIC HE 00s13aTeNIbHO ¢ 0JaruMu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH B COIHAJILHBIX CETAX:

1. Orpanuub cucok apy3eil. Y 1e0s B APY3bsAX HE JOHKHO OBITh CIyYaWHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amuniail cBOK 4YacTHYIO U3Hb. He yka3wiBaii mapoiu, TenedoHbl, aapeca, aTy TBOETO
POXKICHUS © JPYryl0 JUYHYI0 HWHPOPMAIUIO. 3JIOYMBIIUICHHUKA MOTYT HCIOJb30BaTh JIaXkKe
MH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTENHN TUTAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3amumiail CBOI0 pemyTaIuio - JepKU ee B YUCTOTE U 3ajaBail cebe BOmpoc: XoTen Obl Thl,
yTOOBI JIpyrM€ TIOJb30BATEeIM BHJIETH, UYTO Thl 3arpyxkaemsb? I[logymail, mpexae dYeMmM YTO-TO
OMyOJIMKOBATh, HATIUCATh U 3arPy3UTh;

4. Ecau TbI roBOpHILIb C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE MCIOJb3YH CBOE pealbHOE UM U
JPYTYIO JTHYHYIO HH(POPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U MpoUee;

S. N3zberaii pazmenienus: gororpaduit B UHTepHere, rae Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOM MOYHO OMPEACIIUTh TBOE MECTOIOJI0KEHNE;

6. IIpu peructpanuu B COIMAIBHOM CETH HEOOXOJUMO HCIIONB30BATh CIOXKHBIE IMApOIH,
cocrosiimue u3 OykB ¥ U(p U ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jnst conuanbHOM CETH, MOYTHI M JPYrUX CaWTOB HEOOXOJMMO HCIIOJIh30BATH pPa3HbIE
naponu. Torga ecnu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOTYyYaT JTOCTYI TOJBKO K OJJHOMY MECTY, a

HE BO BCE CPa3zy.

DJEKTPOHHLIE NeHbI'H

ONEeKTPOHHbIE JEHbIM — 3TO OY€Hb YAOOHBIH crmoco0 TuaTexei, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JAECHBIH.
ONEKTPOHHBbIE JI€HbI'M MOSBUJINCH COBCEM HENABHO W MMEHHO H3-3a 3TOTO BO MHOTHX

rocyaapcCrBax g0 CHUX IIOp HE HNPOIHMCAHO MMPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIMOHHMPYIOT U O HHX YXe€ IMPOIKCAHO B 3aKOHE, I/l UX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHHWMHBbIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPbIX
paspemraercss TMPOBOAWTH OmNepauuu 0e3 WACHTHU(PHUKAIMKA TI0Jh30BATENsA, a B HE aAHOHUMHBIX
UACHTU(UKAIIIH TTOJT30BATEINS ABISETCA 0053aTEIbHOM.

Taxxe crneayeT pa3inyaTh 3JEKTPOHHBIE (pUaTHBIE NEHBIH (PaBHBI TOCYIAPCTBEHHBIM BAIIOTaM) U

ANEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30ACHOI PadoTe ¢ 3JeKTPOHHBLIMH 1€HHbIAMH

1. [IpuBsku K cueTy MOOWIBHBIM TeaedoH. DTO caMblii yIOOHBIA W OBICTPBIA CIIOCOO
BOCCTaHOBUTBH JOCTyN K cyery. IIpuBsizaHHbIl TenedoH MOMOXKeT, eciu 3a0yelnlb CBOM IIaTeKHBIH
[apoJIb WM 3ai€Ib HA CAT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnone3yit omHOpazoBbie mapoiu. Ilocie mepexona Ha YCHICHHYIO aBTOPHU3ALUIO TeOe
yke He Oy/IeT yrpoXaTh OMACHOCTh KPaXKH WITU TMepexBarta MIaTeKHOro MapoJis;

3. Bribepu cnoxusiii napons. [IpectynHukam OyneT HE MPOCTO yragaTh CIOXHBINA MMapob.
Hanexubie mapoiu — 3TO mapoJid, KOTOpbIE COIepkKaT HE MEHEe 8 3HAKOB M BKIIIOUAIOT B C€0S1 CTPOUYHBIC
W TpONMHCHBIE OYKBBI, HHU(DPHI W HECKOJBKO CHMBOJIOB, TaKWe Kak 3HaK Joiuiapa, (yHTa,
BOCKJIMLIATEIIbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4, He BBOAM CBOM TUYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC NOBCPACHIb.

DIEKTPOHHAA MOUYTA

ONEKTPOHHAs IIOYTa — 3TO TEXHOJOTUS M INPEAOCTaBISIEMBIE €H0 YCIYyTd IO IEPECBUIKE U
MOJTyYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHPENENAIOTCS B KOMIBbIOTEpHOU ceTH. OOBIYHO
AJNIEKTPOHHBIA TMOYTOBBIN SILIUK BBITJISAUT CHEIYIOIIMM 00pa3oM: HMMsl_IOJIb30BATEIA(@UMS_JIOMEHA.
Taxxe kpome nepeaadu NpPOCTOro TeKCTa, UMEETCS BO3MOKHOCTh TepeaaBaTh (ailiibl.

OCHOBHBIE COBETHI IO 0€30NACHOI padoTe C IJIEKTPOHHON HOYTOM:

1. Hano BbIOpaTh NpaBUiIbHBIN MOUYTOBBIM cepBuc. B MHTepHeTe ecThb OrpOMHBINH BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJTHAKO JIYUIIe TOBEPSTH TEM, KOTO 3HACIIb U KTO MEPBbII B pEHTHHIE;

2. He ykaspiBail B snyHOW moure JuyHyro HH(opmauuio. Hampumep, nydine BbIOpath
«My3BIKaJIbHBIN _(panaT@» mium «pok2013» BMecTo «remal3»;

3. Hcnone3yi AByXATaHYO aBTOPU3ALUI0. DTO KOI1a IOMUMO MapoJjs HYy)KHO BBOAMTH KO,
npucbuIaeMblil mo SMS;

4. Boibepu cnoxHblif maponb. s KakJIoro IMOYTOBOrO SIIMKA JOJKEH OBITh CBOM

HAJICKHBIN, YCTOWUMBBIN K B3JIOMY 1apOJIb;

5. Ecan ectb BO3MOMKHOCTH HamucaTb CAMOMY CBOM JIMYHBIM BOIIPOC, HUCIOJIB3YH JTY
BO3MOKHOCTB;
6. Hcnons3yil HECKOIBKO TIOYTOBBIX SIUMKOB. llepBbId i1 4YAaCTHOM MEPENUCKH C

azipecaTaMM, KOTOPBIM ThI IOBEPSEIIb. JTO MIEKTPOHHBIN aJpEC HE HAJ0 UCII0JIb30BaTh IPU PETUCTPALIUN
Ha Gopymax u caiTax;
7. He otkpeiBaii ¢aiinbl U Apyryue BIOKEHUS B MHUCbMax Ja)Ke €ClId OHW MPUIUIA OT TBOUX

npyseit. Jlydie yTouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiiibr;
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8. [Tocne okoH4aHUs pabOTHI HA MOYTOBOM CEPBHCE Mepel] 3aKPhITHEM BKJIAIKU C CAUTOM He

3a0yap HaXKaTh HA «BBIATHY.

Kuoep0y/JUIMHI MM BUPTYAJIbHOE H31€BATEILCTBO

KubepOymiuHr — mpecieoBaHUE COOOIICHUSIMH, COJCPXKAIIMMU OCKOpOJICHHUS, arpeccuro,
3alyTUBaHKE; XyJIUTaHCTBO; COLUATbHOE OOMKOTHPOBAHHUE C TOMOUIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OCHOBHbIE COBETHI 0 00PL0e ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60ii. JIydmmii crioco6: mocoBeTOBaTHCS Kak ce0st BECTH H, €CIIA HET TOTO, K
KOMY MOXHO OOpaTUThCS, TO BHayaje yCHOKOUThCS. Eciu Thl HauHellb OTBEYaTh OCKOPOJEHHSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle 00blIe pa3okKellb KOH(IMKT;

2. Yrpasiisiii CBoei KubeppenyTaimei;

3. AHOHMUMHOCT, B ceTh MHuMas. CylEecTBYIOT CIOCOOBl BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout Bectu xynuranckuit o0pa3 BUpTyanbHOI >ku3HU. IHTEepHET (pukcupyer Bce TBOU
JNCHCTBYS M COXpAHSCT UX. Y JAIHUTh UX OyJeT KpaiHe 3aTPyTHUTEIILHO;

S. Benu cebst BexInBo;

6. Urnopupyil eaunHuuHblii HeratuB. OJIHOpa30Bble OCKOPOUTENbHBIE COOOIIEHUS JTydlle
UrHopupoBaTh. OOBIYHO arpeccust peKpallaeTcs Ha HayaJIbHOM CTa/luy;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOILEHUSMH, B COLMAIBHBIX
CeTSAX €CTh BO3MOXHOCTH OJIOKMPOBKH OTIPABKUA COOOLICHUN C ONPEACTICHHBIX aJIpECOB;

8. Ecnmu 11 cBuperens kuOepOyiuinHra. TBoum — AeHCTBUS:  BBICTYHNMTb  IPOTHB
IIpecieaoBares, Moka3aTb €My, YTO €ro JACUCTBHs OLIEHMBAIOTCS HETaTUBHO, MOJAEPXKATh >KEPTBY,
KOTOpOM HyXHa MCHXOJIOTUYECKasi MOMOIb, COOOIIUThH B3POCIBIM O (paKTe arpeCCUBHOTO MOBEJIEHUS B

CCTH.

MoOnabHbIN TeJgaedoH

CoBpemeHHbIE CMapT(QOHBI U IJIAHIIETHI COAEp’KaT B ce0e BIOJHE B3pPOCIBIA (PYHKIMOHAN, U
Terepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMHM KoMIbioTepaMu. OHAKO, CPEICTB 3aLUTHI IS
M0JIOOHBIX YCTPOMCTB MOKa OYeHb Maso. TecTupoBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOAMT HE TaK
MHTEeHCUBHO, Kak 1is 1K, To e camoe kacaeTrcs U MOOMIIbHBIX MTPUIIOKEHUH.

CoBpemeHHbIE MOOUIIbHBIE Opay3ephl YK€ IMPaKTHUECKU JTOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmpenre pyHKIIMOHAIA BIIEYET 32 COO0M OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLIME KPUTHYECKUE
YSA3BUMOCTH U1l CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JUIS 0€30MACHOCTH MOOMJILHOI0 TeJedoHa:

1. Byab octopoxeH, Beap koraa Tede npeiaratoT OecIulaTHbIM KOHTEHT, B HEM MOTYT OBbITh
CKPBITBI KaKHe-TO IUIATHBIE YCIIYTH;

2. Hymaii, mpexxae yem oTnpaBuTb SMS, ¢hoto unu Buzaeo. Tl TOUYHO 3HaEIb, TJ€ OHU OyIyT
B KOHEYHOM HUTOTe?

3. Heo6xoauMo 0OHOBISATE OMIEPAIIMOHHYIO CUCTEMY TBOETO cCMapT(OHa;
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4, Hcnons3yit aHTUBUPYCHBIC TTPOTPAMMBI 171 MOOWITBHBIX TeJIe(OHOB;

5. He 3arpyxaii mpuiio)keHHs OT HEU3BECTHOIO HCTOYHHKA, BEAb OHU MOTYT COJEpPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecTIeYeHue;

6. [Tocne Toro Kak Thl BBHIENIb C caidTa, I7iIe BBOAWJ JMYHYIO HH(GOpPMAIHIO, 3alJu B

HacTpPOWKHU Opay3epa u ynainu cookies;

7. [Tepunoanuecku mpoBepsiid KaKue MIaTHBIC YCIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOIf HOMEp MOOWIJIBHOTO Tene(oHa TOJIBKO JIIOISM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpSICIIIb;

9. Bluetooth nomkeH OBITH BBIKIIFOYEH, KOT/Ia ThI UM HE TMoyb3yembcs. He 3a0biBali nHOTAQ

MIPOBEPSTH 3TO.

OUINMHT WM KPaXKa JUYHbIX JAHHbIX

['maBHas wnenp ¢ummHr - BUjga VHTEpHET-MOIICHHWYECTBAa, COCTOMT B  IIOJyYCHUH
KOH(UICHIIMATIBHBIX AaHHBIX IOJIb30BATENICH — JIOTMHOB M mapoiiei. Ha anrmmiickom si3pike phishing
gyruTaeTcs Kak pummuHr (ot fishing — peiOHas oI, password — mapouis).

OcHoBHBIE cOBeThI 10 opble ¢ GUIINHIOM:

1. Crenu 3a cBouM akkayHTOM. Eciu Thl o103peBaeliib, 4YTO TBOS aHKeTa Oblla B3JOMaHa, TO
HE00X0AUMO 3a0JI0KUPOBATh €€ U COOOLIUTh aJJMUHUCTPAaTOpaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonp3yit Oe3omnacHele BeO-CaiiThl, B TOM YHUCJIE€, MHTEPHET-Mara3uHOB U IOMCKOBBIX
CHUCTEM,;

3. Hcnonb3yil crnoxHble W pa3Hble mapoiu. TakuMm oOpa3om, eciu Teds B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH MOJyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(DUIIIO B CETH, a HE KO BCEM;

4. Ecnu 1ebs B3nmoManu, T0 HEOOXOAUMO NMPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbHIE
no0aBiieHbl y T€OS B JAPY3bsiX, O TOM, 4TO TeOsI B3JIOMaJIM M, BO3MOXXHO, OT TBOEro MMEHH OyaeT

pacChlIaThCA CIlaM U CCBUIKU Ha (I)I/IH_II/IHFOBLIC CaﬁTbI;

S. YcranoBu HagexHbli mapois (PIN) Ha MoOMIbHBIHM TenedoH;
6. OTkIIIOUYM COXpaHEHHE MMapoiis B Opaysepe;
7. He oTkpsiBail ¢aiisel u Apyrue BIOKEHHS B MHCbMaX Jake €CIU OHU MPHUILIN OT TBOUX

npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIHA JIU OHU TeOe 3TH (haiibl.



